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	Abstract

This document describes ONStor filer enhancement needed to support third-party DameWare product.
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1 Related Documents

This document assumes the reader has a familiarity with CIFS.  It also assumes that if you are not familiar with DameWare product, you should go to the company’s website.

http://www.dameware.com/
To get information about the Security Explorer product, please visit ScriptLogic’s website at
http://www.scriptlogic.com/products/security-explorer/
Related documents:

\\Mightydog\Program Management\Kegg\Marketing\EverON-PRD-Dec07.xls

2 Relation to Requirements

We have a customer, ZDF, that wishes to use third-party DameWare product with ONStor filer.  Currently many of the features in the DameWare product does not work with ONStor filer.
Also a customer wishes to use third-party Security Explorer product with ONStor filer.

3 Relation to Roadmap

We want to be able to support DameWare and Security Explorer to a extent that a non-Windows platform can.

4 Problem Statement

Briefly, DameWare product of interest to ONStor are:

· DameWare NT Utilities

· DameWare Exporter

These utilities allow an administrator to get information about the domain and information from a specific Windows server.  It is important to note that the utilities use Win32 API, LDAP, etc. to deliver the features.  Win32 API uses many undocumented RPC wire protocols.  These APIs are mostly platform dependent, that is, many of the APIs are applicable only to Windows platform.

Therefore, the expectation for “supporting DameWare” must be set correctly.  It is impossible for a non-Windows NAS to support every features unless the NAS is actually a Windows platform (eg. NAS that uses Microsoft SAK).

DameWare product does not currently work with ONstor filer.    More specifically, some of the features work while some others do not.

A word about DameWare Exporter.  The functionality is similar to the NT Utilities product and simply export the data into a set of XML files.

ScriptLogic product of interest to ONStor is:

· Security Explorer

Security Explorer is similar to DameWare only in that it also display the security data that DameWare can.  However, it has a rich set of security features that DameWare does not have.

5 DameWare Solution

Now we shall address which features of the DameWare product we will support and which features we will not (i.e. cannot).  The features can be divided into the functions provided by the GUI.
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DameWare Exporter basically runs through these features and exports the data into a set of XML file.

Features to be supported by ONStor filer:

· Groups – filer returns list of domain groups since we do not have local groups

· Open Files

· Properties (partial): plan to support Version TAB (will try for some data for Time TAB)

· Search – User search returns domain user.  Share can be use as filter.  Global and Local Group search does not work (does not work with Windows server as well)

· Sessions

· Shares
· TCP Utilities (with caveat that the filer does not enable ftp or telnet)

· Users – filer returns list of domain users since we do not have local users


· 
· 
· 
· 
Features not supported by ONStor filer:
· Disk Drives – filer does not support DOS drive letters (C:, D:, etc.).  

· Event Log – filer does not support Windows Event Log ID, classification or format.

· Printers – filer does not support printers

· Processes – processes on the filer are very different than Windows processes.  Processes on the filer are mainly internal processes to the filer; there are no general user process.

· Properites – most TAB will not be supported because most of the information came from undocumented RPCs and Windows Registry

· RAS – filer does not support RAS.  The only remote access into the filer is via ssh.

· Registry – filer does not support Windows Registry database

· Remote Command – filer does not support Windows remote command nor remote DOS console

· Remote Control – filer does not support Windows Remote Control (eg. RDP)

· Replication – This is no longer supported in Windows 200x.  Filer does not support replication

· Schedule – filer does not support Windows Job and Task schedulers.  (filer’s crontab is for internal use)

· Send Message – N/A (client functionality)

· Services – filer does not implement Windows services

· Shutdown – filer does not support remote shutdown

· Software – N/A (client functionality; support for remotely installing Windows software)

· System Tools – N/A (client functionality)

· Wake-On-LAN – N/A (filer does not implement AMD’s Magic Packet technology)

5.1 Functional Overview

This section describes the functional overview of the DameWare features that we will modify in the filer.

5.1.1 Open Files

List of opened files will be displayed along with User ID.
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Right mouse click: Disconnect – will close the selected file (note not all files can be closed because they may be used internally)

5.1.2 Properties – Time TAB
It is unlikely at the time of this writing that any data can be shown on the Properties GUI page.
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5.1.3 Properties – Version TAB

We intend to display Current Version and Product Type information.
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(Sample display taken from DameWare with NetApp filer)

5.1.4 Sessions

Session information will be provided.
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(Sample display taken from DameWare with NetApp filer)

Right mouse click yields the following options:

· Delete Session – will delete the session

· Mini Remote Control – not supported by filer

· Mini Remote Control RDP – not supported by filer

· Properties

Session Properties Display
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CAUTION: time information will not be accurate because the filer does not keep track of active and idle time.

5.1.5 Shares

Filer will support all operations shown.
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Right mouse click yields the following options:

· Add Share

· Delete Share

· Share Sessions

· Share Properties

Share Session can be disconnected
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Share Session File Details displays opened files for the share.
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Share Properties displayed as dialog.
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Clicking on Share Properties Permissions… display the share permission.

Share Permission can be changed in the dialog.
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Currently we anticipate that the bulk of the software changes to support DameWare will be localized in the TXRX.

6 Security Explorer Solution

This section addresses the Security Explorer features that will be supported by ONStor, Inc.
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Features to be supported by ONStor filer:

· NTFS – this feature allows the administrator to traverse into the shares and manage files/directories security.

· Shares – allows the administrator to manage shares and shares security

Features TBD:

· Groups and Users – as with DameWare, we respond with domain users and groups

Features not supported by ONStor filer:
· Registry – we do not implement Windows Registry

· Printers – we do not support print server

· Services – we do not have NT services

· Tasks – we do not have Windows Tasks

· SharePoint – we do not implement Microsoft Office SharePoint server

· SQL – we do not have SQL server in the filer

6.1 Functional Overview

This section describes the functional overview of the Security Explorer features that we will modify in the filer.  Most of the features deal with security data (ACL and owner).  ONStor Filer has support for ACL and owner and they are anticipate to work.
NTFS
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Supported by ONStor, Inc.

Shares
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Supported by ONStor, Inc.
Shares Options
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Features to be supported by ONStor, Inc.

· Grant Permissions

· Revoke Permissions

· Clone Group or User

· Set Ownership

· New Folder

· Delete Folder or File
· Backup Security

· Restore Security

· Export

· Open with Windows Explorer
· Properties

· Create Share

· Remove Share

· Search in a New Windows – search for users or groups ACL.
Features not supported (i.e. we do not care about)
· Command Prompt – bring up DOS Box on the client

· Map Network Drive – bring up Explorer Share Connection dialog box on the client

· Disconnect NetWork Drive – bring up Explorer Share Disconnection dialog box on the client

· Add to Favorites

· Add to Enterprise Scope
· Reload Current Path – Security Explorer does not automatically refresh the GUI.  This is not the way to do it (.

Security Menu
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Some of the features shown in the menu option are duplicates and are specified in the previous section.
Features to be supported by ONStor, Inc.

· Repair Inheritance
· Copy to Subfolders and Files 
· Reduce to Read Only

· Remove Duplicate ACEs

· Delete Permission
· Modify Permission

· Copy Permission

· Paste Permission
Features that are TDB

· Permission Template – N/A (client function)

7 User Interface 

N/A.
8 Dependencies

None.
9 Migration Strategy

None.
10 Mirroring Impact

None.
11 Testing Strategy

Testing involves using DameWare product and test the features ONStor claims to support.  Because the product is somewhat complex, it is advisable for QA to allocate time for the tester to learn how to use the DameWare product.
When in doubt regarding the correctness of the results or tests, DameWare product can be used to try with Windows server (not Domain Controller) or NetApp filer, the latler is preferable since NetApp is a NAS.

Same comments are applied to Security Explorer.

12 Performance Criteria

None.
13 Documentation Notes

None.
14 EMRS Notes

N/A
15 Design Notes

16 This section presents some overview information about the design of the support for DameWare/Security Explorer products.

17 New RPCs

· NetShareEnum Level 502
· NetSessEnum Level 2 and 502
· NetWkstaGetInfo  Level 100 and 102
18 Open Issues

18.1 General

18.2 Share Creation

18.3 nfxsh supports only ASCII character set.  For this reason, share creation from DameWare, Security Explorer, and for that matter MMC, should not be allowed for non-ASCII unicode.
18.4 Engineering recommends that the vserver returns an error if the share name or path name contains non-ASCII Unicode.
18.5 DameWare

Disk
The problem with this feature is that DameWare uses NetDiskEnum RPC (i.e. NetServerDiskEnum Win32 API) to retrieve disk information.   This RPC supports only drive letters (eg. C:).  As such only a maximum of 24 “disks” could be return.
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ONStor filer can support up to 100 volumes.  One alternative is to assign a drive letter on a first-come-first-serve when a volume is created.  However, this could be confusing to the customer if there are more than 24 volumes in the virtual server and the administrator sees only 24 (.  A variance of this approach is to use the upper 8-bit space of the character set that includes printable European characters.   This increases the number of volume we can return to approx. 50 (.
Another alternative is to return nothing.  This is not as bad as it may sounds and avoids confusing the customers all together.
Engineering’s recommendation is to return nothing.

Resolution: Marketing decides that we should do nothing, i.e., do not return list of disk.  The reason is because we do not support administrative share C$, D$, etc., returning list of disk would not show any usage data in DameWare utility and thus serves no useful purpose.

Users/Groups

DameWare (and MMC) expects local users and groups to be returned by the filer.  Historically, ONStor filer does not support local users or groups.  For this reason, the filer returns the list of domain users and groups when queried.

NetApp filer returns hard-coded built-in groups and a single Administrator user when queried.  If we choose to do this, we will need to do the following.

· Enhance the database to include local computer SID for each virtual server.  Note that this may require clusterDB upgrade

With the local computer SID, built-in groups and administrator user can be returned when query.

Another alternative is either continue to return domain users and groups or to return nothing.

Engineering’s recommendation is to keep domain users and groups.  
Resolution: Continue to return domain users and groups.  The caveat is that while the list of users and groups can be displayed, the users and groups cannot be managed by DameWare utility in the same manner of restrictions as with the MMC as documented in the filer’s documentation.
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