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	Abstract

This document provides defect management definitions and rules.  The intended audience is Onstor, Inc. engineering personnel.
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1. Introduction
This document describes the defect management process used within Onstor, Inc. It captures an agreed upon defect management standard used with ClearQuest defect tracking software. It covers defect status, workflow, flow chart, rules, severity and priority definitions.

1.1. Audience

The intended audience is ONStor, Inc. engineering personnel.

1.2. Process Objective

The primary goal of following this process described herein is:

· To keep track of software and hardware defects.

· To serve as a guide for all the staff that should allow for fast cycle implementation and testing.  

1.3. Purpose and Scope

The purpose of this Process document is to facilitate the execution of ONStor projects. It is intended as a guideline to assist staff in planning and developing a high quality product in a fast cycle timeline.

1.4. Policy

The team members that are involved in this process are expected to adhere to this process.

1.5. Defect Management

QA owns the defect management process.  The tool for managing this process is ClearQuest from Rational.

1.6. Defect Tracking

Hardware, Development, QA, Support and other groups use the ClearQuest defect tracking system from Rational system as the problem tracking mechanism.
2. ONStor defect status

List of defect statuses:

	Defect Status
	Comments

	Opened
	Anyone can open a defect

	Re-Opened
	Defect is back to TRIAGE for review

	Reviewed
	Defect has been reviewed by TRIAGE, no action is needed yet

	Assigned
	Defect is assigned to responsible engineer, done by TRIAGE or manager

	Fixed
	There is a field to show the submittal in which the fix will be included

	Works as Designed
	Refer to particular specification 

	Not Reproducible
	Cannot reproduce the defect

	Duplicate
	Specify related defect

	Failed
	Re-test of the fix failed, the defect goes back to DEV

	Need More Info
	Has to provide more information to help resolve the problem

	Closed
	Only QA can close a defect

	Limbo
	Used by Support when no further progress can be made


2.1. Defect State Definitions

The following defines the state descriptions for defects.

Opened

The defect has been entered into ClearQuest, but has not been reviewed by the triage team.  

Action: Submit

Reviewed

The defect has been reviewed by the TRIAGE team. The TRIAGE team decides if this is a “must fix” defect, specifies the release vehicle in which it has to be fixed, and sets the target submittal for resolution of the defect.  The team also adjusts the severity as necessary.

The defect can stay in this state or it can be assigned to an engineer for resolution.

Action: Review
Assigned

The defect has been assigned to an engineer for resolution.  The engineer must determine the further course of action.

Action: Assign (first time) or Back to dev (when adding more information).

Fixed

The engineer has fixed the defect, and must specify in which submittal this fix will be, so that QA can validate the fix.  An engineer may not close a defect report.

Action: Resolve

Works as Designed (WAD)

After further investigation by an engineer, it has been determined that the defect is not a bug, and it works as designed.  The engineer will assign the defect to the state Works as Designed, which sends the defect to the submitting QA engineer’s queue.  The QA engineer must agree to the response and subsequent closure or contest the defect and thus bring the defect back to the triage teams attention.

Action: WAD

Not Reproducible

After further investigation by the engineer, the conclusion is that the defect is not reproducible.  The engineer will use the action “Can’t Reproduce” to set the defect to the state “Not Reproducible”, which sends the defect back to the submitting QA engineer’s queue.  The QA engineer must agree to the response and subsequent closure, or work with the engineer to reproduce the problem.  If the problem is reproduced, the status will be changed to “Failed” and the defect goes back in the responsible engineer’s queue for resolution.

Action: Can’t reproduce

Duplicate

Defect has been identified by engineering as already reported. The QA engineer must agree to the response and subsequent closure or contest the defect as not being a duplicate, in which case the defect would go back to the triage team.

A duplicate is the same test run twice resulting in the same bug being reported twice. A bug is not a duplicate if the workflows to generate the defect are not the same. One root cause may have several manifestations, each being a valid defect.

Action: Duplicate

More Info 

More information is necessary to be able to understand, reproduce and solve the problem reported by the submitter of the defect. The submitter must provide a more detailed description. If the request originated from the TRIAGE team, the submitter should use the “Back to triage” action to set the state to “Re-opened” once more information is provided. If the request originated from the assignee engineer, the submitter should use the “Back to dev” action to set the state to “Assigned” once more information is provided. 

Action: Need more info

Re-Opened

State is “Re-opened” after the “Back to triage” action, which can be used when providing more information for the triage team to determine what to do with the defect.

Action: Back to triage

Failed

The defect has been tested by QA against the specified submittal and the test failed. 

Action: Retest failed

Closed

The defect has been validated by QA as fixed. In this case, the submittal that was used to validate the defect has to be specified by the QA engineer.

The defect is not reproducible, or works as designed, or is a duplicate, and is closed.

Action: Close

Limbo

Used by Support to characterize a customer defect for which no further progress can be made at that time, but Support is not ready to close yet.

Action: Limbo

3. Defect workflow table

This table shows which group needs to perform further work on a defect according to defect’s status

X = responsible group
	Defect Status
	TRIAGE
	DEV
	SUPPORT
	QA
	Nobody

	Opened
	X
	
	
	
	

	Re-Opened
	X
	
	
	
	

	Reviewed
	X
	
	
	
	

	Assigned
	
	X
	
	
	

	Fixed
	
	
	
	X
	

	Works as Designed
	
	
	
	X
	

	Not Reproducible
	
	
	
	X
	

	Duplicate
	
	
	
	X

	

	More Info
	
	
	X
	X
	

	Failed
	
	X
	
	
	

	Closed
	
	
	
	
	X 

	Limbo
	
	
	X
	
	


This table shows who can bring a record in a specific status
	Defect Status
	TRIAGE
	DEV
	QA
	Marketing
	Customer support

	Opened
	X
	X
	X
	X
	X

	Re-Opened
	
	 
	X (when providing more information)
	
	

	Reviewed
	X
	
	
	
	

	Assigned
	X
	 
	X (when providing extra information)
	
	

	Fixed
	
	X
	 
	
	

	Works as Designed
	X
	X
	 
	
	

	Not Reproducible
	
	X
	 X
	
	

	Duplicate
	X
	X
	 
	
	

	More Info
	X
	X
	 
	
	

	Failed
	
	X
	X (when validation fails)
	
	 

	Closed
	
	
	X
	
	 

	Limbo
	
	
	
	
	X


4. High Level Defect Flow Chart

The following chart gives an overview of the different paths a defect can go through. For clarification purposes, not all the paths are drawn below, just the main ones. For example, if the triage team needs more info or already determined that a defect is a duplicate, the “Need more Info” or “Duplicate” actions can be used immediately without going through the assignment.
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5. Defect Flow Rules

· Defects are submitted against one of the defined areas of the product (see next section for details). The system automatically determines the manager/team lead responsible for this area. An e-mail notification is sent to the manager/team lead.

· The triage team reviews the list of “Opened” (and “”Re-opened”) defects, determines if the defect is a “must fix” for a specific release, if so they assign it to that project. 

· The team can also decide that a defect is a duplicate or works as designed. 

· If there is not enough information in the defect to determine the next step, the “Need more info” action is used. In this case, the status goes to “More Info” and the submitter is responsible for providing extra information. It goes back to the triage team once the information is provided with the action “Back to triage”.
· The triage team or the manager assigns the defect to the development engineers. This action changes the status to “Assigned” (Action: Assign). An e-mail notification is sent to the engineer. 
· The defect team may adjust the severity if necessary
· Each assignee has to analyze his “Assigned” defects and determine the next status of each defect. He/She owns the responsibility to modify the status from “Assigned” to one of the following states.

· Fixed: Description of the fix with the list of files/documents changed and the Perforce change id. The assignee also has to specify the submittal in which the fix will be built, according to the submittal schedule of the project, as well as the regression focus for testing. (Action: Resolve)
· Duplicate: Must specify the related defect. (Action: Duplicate)
· Not Reproducible: A note entry should be added to give more details. (Action: Cant Reproduce)
· Works as Designed: Must give specification references. (Action: WAD)
· More Info: Must specify with a note entry what kind of information is missing to be able to reproduce/understand the problem. (Action: Need More Info)
· QA analyzes the defect, if the status is

· Fixed: Validate the fix in the submittal set in the “Built in submittal” field. If test passes, change status to “Closed” (Action: Close). If test fails, change status to “Failed” (Action: Retest failed). If the failure is now different, a regression, close the old defect and open a new defect.

· Duplicate: Check the related defect description of the problem. If exactly the same, change status to “Closed” (Action: Close).  If related to another defect, then wait for the related fix and test it before closing the defect (Action: Close). 

· Not reproducible: Try to reproduce the problem. If not possible, close the defect (Action: Close).  If the problem can be reproduced, change status to “Failed” (Action: Retest failed).

· Works As Designed: Verify related specification. If valid, change status to “Closed” (Action: Close); if not, change status to “Failed” (Action: Retest failed).

· More Info: Add more details about how to reproduce the problem or about the manifestation of the problem. If there is no assignee (Assigned to field), then the state goes to Reopened (Action Back to triage). If there is, the state goes back to Assigned (Action: Back to dev).

6. Information on field definitions

6.1. Main tab

	Field
	Description
	Owner

	Customer reported
	Check box to specify if the defect was reported at a customer site.

Yes if checked, No if not checked
	Support

	Escalation
	Check box to specify if the problem needs to be escalated.

Yes if checked, No if not checked.

Equivalent to a severity 0. When this is checked, notification e-mail is sent to the escalation e-mail list.
	Triage

	Global state
	Opened or Closed. Set automatically based on the state.

Target use is queries.
	N/A

	Department
	TRIAGE, DEV or QA. Set automatically based on the state.

Target use is queries, to be able to sort by department.
	N/A

	Id
	Clearquest defect id. Set automatically by Clearquest
	N/A

	Headline
	Summary of the problem
	Submitter

	Must Fix
	Check box to specify if the defect is “a must fix”.

Yes if checked, No if not checked
	Triage

	Must Fix in release
	Specify in which release the defect must be fixed.

This field can also be used when a defect is not must fixed but it is desirable to have the defect fixed in this release.
	Triage

	State
	Opened, Reviewed, Assigned, Fixed, Duplicate, Not Reproducible, More Info, WAD, Failed, Re-opened, Closed, Limbo
	N/A

	Project
	List of valid projects
	Submitter

	Submitter
	Set automatically with the login name
	N/A

	Submit date
	Set automatically to the current date at the time of submit
	N/A

	Severity
	1,2 or 3 (Critical, Major, Minor). See details after this table.
	Submitter

	Problem area
	Choice list of areas, one has to be selected. Not mandatory for customer related defects
	Submitter

	Lead
	Set automatically based on the problem area selected. Can also be selected manually from the drop-down list
	N/A

	ECR
	Check box to specify if this defect is actually an ECR (Engineering Change Request). ECR have a lower impact than RFE (Request For Enhancement or Enhancement Request)
	Submitter, Triage

	Workflow
	Drop-down list of workflows, mandatory for customer reported defects
	Submitter

	Hardware type
	Cheetah, Bobcat or All
	Submitter

	Target submittal
	Test case id to identify which test was run when problem occurred. Can be used to reproduce the problem.
	Submitter

	Documentation change
	Yes or No. Indicates if the documentation has to be changed.
	Submitter/Triage

	To be documented in RN for
	List of releases. Indicates if the defect has to be documented in the release notes of the selected release. If yes, a workaround has to be provided, see workaround field.
	Triage

	Done
	Check box to indicate the Release Notes have been updated
	Pubs

	White box
	Check box to indicate if the defect was found with white box testing (unit test, core review, private build)
	Submitter

	Assigned to
	List of SW members. Assignee set by the triage team or the manager
	Triage

	Assigned to QA
	List of QA members. If a QA member is the submitter, he/she can set this field to himself/herself. If not, the triage team or the QA team can set this field.
	QA/Triage

	Assigned to support
	Set automatically to the user name when a defect is submitted by a member of the support group. Can be modified by the support group.
	Support

	Steps to reproduce
	If known, indicate here the steps to reproduce the problem. If unknown indicate what type of traffic or action was performed when the problem occurred.
	Submitter

	Long description
	Description of the defect with as much details as possible:

· console output

· traces

· location of the core if any
	Submitter


Severity is to estimate defects’ impact on the customer.

1-Critical

------------

Data corruption, data loss, data not reachable/attainable, crash, core, panic or a major workflow cannot be completed.

Generally, a critical bug makes some major functionality of the product unusable and there is no palatable workaround for the problem.  

2-Major

---------

Assert, functionality not complete, significant performance hit, a problem with no destructive consequences or than can be worked around without a lot of user pain (like entering a command twice, having to manual refresh).

Renders some functionality unusable but is not a show stopper.  

3-Minor

---------

Minor Functionality issue; non-standard way of doing a task, spelling, syntax or formatting issues, minor usability issues, clunky non-intuitive workflow.

Does not impact any major functionality of the product and a work around is generally available.  

6.2. Software tab

	Field
	Description
	Owner

	Found in submittal
	List of submittals. Specifies in which submittal of the project the defect was found. N/A for customer reported defects
	Submitter

	Build Type
	DBG or OPT. N/A for customer reported defects
	Submitter

	Readme for patches
	If the defect was found by a customer and is fixed in a patch, this should contain the readme description for the defect
	QA/Triage


6.3. Hardware tab

	Field
	Description
	Owner

	Board type
	SSC, FP-GE or SP-FC
	Submitter

	Serial
	Serial number of the chassis or the board, from “system show version” nfxsh CLI.
	Submitter

	Revision level
	Revision from the “system show version” nfxsh CLI.
	Submitter

	Location of the board
	Multi-line field to give the location of the faulty board, i.e. customer site, or internally in the lab, which rack, which filer name.
	Submitter


6.4. Notes tab

	Field
	Description
	Owner

	Notes entry
	Multi-line field to add a note/comment to the defect, i.e. when providing more information or when modifying a field and describing the change.
	Submitter

	Notes log
	Logs automatically all the notes entries.
	N/A

	CC
	CC field for email notification. Drop-down list by name
	N/A

	CC2
	CC field for email notification. Drop-down list by name
	N/A

	CC3
	CC field for email notification. Free entry. Separate multiple email addresses by ;

No verification is done about address validity.
	N/A

	
	
	


6.5. Resolution-1 tab

	Field
	Description
	Owner

	Built in submittal
	List of submittals. The DEV assignee, when marking the defect as Fixed, selects the submittal in which the fix will be built, according to the submittal schedule for the project (see Project field in Main tab) and the date of the submission of the fix.
	DEV Assignee

	Closed in submittal
	List of submittals. The QA assignee, when closing the defects, selects the submittal against which he/she validated the fix.
	QA Assignee

	Closed by
	Set automatically depending on the user login when the “Close” action is used.
	N/A

	Closed date
	Set automatically to the current date when the “Close” action is used.
	N/A

	Built in Revision level
	Hardware revision level of a board, for hardware related defects only.
	DEV Assignee

	Perforce change id(s)
	List of perforce change id that were checked in to resolve this defect
	DEV Assignee

	List of files and fix description.
	Description of the changes.

A copy/paste of the perforce submission can be used, and can be completed with more details of the changes.
	DEV Assignee

	Regression focus
	List of specific tests, workflows and/or areas to regress in order to validate this change, besides the steps to reproduce if available
	DEV Assignee

	List of files log
	Logs automatically any entry to list of files field.
	N/A


6.6. Resolution-2 tab

	Field
	Description
	Owner

	Duplicate information
	When a defect is marked as “Duplicate”, the ids of the other defects have to be entered. They show up in the duplicate information. Click on the id link to view the other defect. 
	Triage/DEV assignee

	Related to
	A defect can be related to another without being a duplicate. In this case, the id of the related defects can be added here, using the add button.
	Triage/DEV Assignee

	Coverage details
	If a defect was reported by a customer (see “Customer reported check-box” on Main tab), the QA Assignee describes here why we were not able to see this defect before when testing, did we miss something in the test plan, or if it’s a configuration that we don’t have in the lab, ….
	QA Assignee


6.7. Attachments tab

	Field
	Description
	Owner

	Attachments
	Use the Add button to add an attachment and browse to retrieve the file
	Anybody


6.8. History tab

ClearQuest’s automatic history tracking.

6.9. Customer tab

	Field
	Description
	Owner

	Incident id
	Call tracking id of a customer reported issue
	Support

	Company
	List of companies. Support engineer submitting has to select one of the companies or add a new one using “Submit-> Customer”
	Support

	Found in release
	List of releases. Support submitter has to specify which release the customer was using when defect occurred.
	Support


6.10. Vendor/Partner tab

	Field
	Description
	Owner

	Vendor/Partner name
	Company name of the vendor/partner
	Support

	Vendor/Partner defect id
	Id of the vendor/partner in their defect tracking system
	Support

	Vendor/Partner contact
	Contact name, e-mail and/or phone number for further contacts and resolution.
	Support


6.11. Public tab

	Field
	Description
	Owner

	Publish
	Identify if this defect needs to be “published” to customers. Yes or No
	Support

	Title
	Rephrase the headline as customer readable
	Support

	Description
	Rephrase the description as customer readable
	Support

	Workaround
	Specify a workaround for the problem
	Support


7. Interfaces in ClearQuest

7.1. Login to ClearQuest

Go to http://intranet.onstor.com and click on Defect Tracking.
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Select the database:
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Login to the database “TED” in the upper left corner and click Go
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For users working on Windows, the ClearQuest Windows client can be installed. With the client, you can edit the dynamic lists (if you have permissions), and create graphs (only use the graphs pre-defined in the Public Queries area on the web).

7.2. Submitting a defect

Click on Go to open a new defect.
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To find a specific record, enter the id number in the Find window and press Go.
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7.2.1. Main tab

When submitting a new defect, here is the Main tab you have to fill out. All fields in red are mandatory. 

Selecting the Problem area determines the Lead of this area, who will have to assign the defect to a member of his/her team. An e-mail notification is sent to the Lead once the defect is submitted.
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7.2.2. Software tab

You have to specify in which software submittal the defect was found in. The list of submittals is dynamic and edited by CM. This field is optional for customer reported defect. If the customer is running a customized version of a release, this should be mentioned here (free text area).
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7.2.3. Hardware tab

If it is a hardware defect, specify the type of board (SSC, NIM-FP, NIM-SP), the serial number of the card, the ECO (dynamic list edited by CM), and the board location (area of the lab or customer site).
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7.2.4. Attachments

Optional. You can add attachments to the defect, i.e. traces, screen captures…
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7.2.5. Customer tab

Optional. If the defect was found at a customer site, specify the customer here. The list of customers is edited by Marketing or Customer support. A new customer can be added using Submit Customer on the main page. A new incident id can be added using the New button. The Add button is to add an existing incident id that can be created using Submit->Incident id on the main page.
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7.3. Assigning a defect

The triage team member or manager who owns the area in which the problem was found assigns the defect to an engineer by searching the defect through the database and selecting the “Assign” action from the Change State list.
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Then he/she has to select the name of the person who will be responsible for the investigation on the defect.  A comment can be added in the “Notes” tab.
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An e-mail notification will be sent to the person selected in “Assigned To” once the action is completed.

7.4. Resolution of a defect

The person responsible for the follow-up of the defect, once the investigation has been conducted, is choosing one of the following actions:
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Resolve: the new status will be “Fixed”

WAD (Works As Designed): the new status will be “WAD”

Need_more_info: the new status will be “Need info”

Can’t reproduce: the new status will be “Not Reproducible”

Back-to-Triage: the new state will be “Re-opened”

Modify: this action does not change the status of the defect. Some of the fields can be modified, and this action can be used to add a comment in the Notes tab.
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Duplicate: the new state will be “Duplicate”
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7.4.1. Resolve

When the developer has found a solution to the problem, he/she has to change the status to “Fixed”, using the “Resolve” action.

For Software:

In the Resolution-1 tab, the perforce change id, the regression focus and the list of files used to solve the problem should be entered.  The file log keeps track of previous entries.
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For Hardware:

In the Resolution-1 tab, the field “Built in ECO/Revision level” is mandatory for a hardware problem. The engineer who is resolving the defect has the responsibility to mention the revision of the ECO in which his/her fix is included.

7.4.2. Can’t reproduce

When a defect cannot be reproduced, the engineer has to enter a comment, using the “Notes” tab for the description.
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7.4.3. Duplicate

If the defect is a duplicate of an existing defect, the id of the duplicate has to be specified:

[image: image24.png]=

Modify Change State Duplicate Delate Add to Favorites E-mail Link Printable Version

[Explorer User Prompt:

Scipt Prompt

erts

Cancel





7.4.4. Need More Info

A new note entry is mandatory. It should describe why more details are needed or what kind of information is missing, so that the submitter can better answer to the request.
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7.4.5. Works As Designed (WAD)

A new note entry is mandatory. It should describe why this works as designed and if any alternative or improvement would be valuable.
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7.4.6. Back to dev/triage

When the defect is in “More Info” state, the submitter of the defect has to give more details, by modifying the description, and/or adding an attachment, and/or entering a new note.

If there is no DEV assignee (Assigned To field on main tab is empty), use the “Back to triage” action to provide more information; the state will go from “More Info” to “Re-opened”.

If there is a DEV assignee (Assigned To field on main tab is NOT empty), use the “Back to dev” action to provide more information; the state will go from “More Info” to “Assigned”.

7.4.7. Modify

The “Modify” action can be used at any time to add a note, modify some fields, but also to add a list of “Related to” defects that are not duplicates but have links with the current defect. Use the “Add button” and enter an id (digits are enough), then use the search button and select the defect.
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7.5. Workspace for Queries, Charts and Reports

On the left hand side, you have a workspace area, where you can find Personal Queries and Public Queries.

In the Personal Queries, you can save your personal queries. To create a new query, right click on Personal Queries and select Create query. You can also create folders to organize your queries 

No graphs can be created through the web interface. Use the pre-defined graphs in the Public Queries.

In the Public Queries, a list of queries, charts are made available for everybody. Only the users with “Public query editor” permission can make one of their queries public. 
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Click on HELP on the top banner to beneficiate of the detailed help on how to build a query, a report, modifying them…

7.6. User profile

You can access your user profile to change your password and define a start-up query that will run automatically each time you will logon to ClearQuest.
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7.7. E-mail rules

Some e-mail rules are already defined by the administrator to send notification when changes are made on a defect (new action, new note entry…)

7.8. Online help on a field

Some of the fields have on-line help. If you see a ? when putting the arrow of the mouse on the name of the field, you can left click to view the help message on screen.

On the Windows client, right click on the field.

7.9. Logoff and timeout

We have 20 floating licenses for ClearQuest, so remember to logoff when you’re done to free one of the licenses. You are automatically logged off if you close the browser window or if you exit the client. 

In addition, a timeout will disconnect you after 30 minutes.
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